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     	 Painting the Internet
 
	 John Aycock
 

 
 
 
  It is unusual to find any connections to art in the field of computer security, but there is no reason that the two cannot meet. To explore this idea, I present art worms. An art worm is a new type of computer worm that turns infected computers into active participants in an artwork; effectively, the entire Internet becomes the artist’s canvas.
 Art on this massive scale has been done in the real world. For example, Christo and Jeanne-Claude have used fabric to surround islands in Florida and wrap the Reichstag in Berlin [1]. Large-scale art has not made the transition to the virtual world, but there is every reason to expect that it will. Whether we end up in a dystopian cyberpunk future or not, the Internet is indisputably a critical part of our society today. Given its societal importance, it is inevitable that the Internet will become both a major subject of artistic statements and the medium through which those statements are expressed.
 Art is also used to make political statements. The Internet is a tool of capitalism [2]; the Internet is described using distinctively American terms [3]. Either argument, right or wrong, is sufficient to make the Internet an attractive target for anti-capitalist or anti-American artistic statements.
 Why has this not been done before? There is in fact some prior art of this sort. The possibility of computer viruses and worms used for art was mentioned in passing in a 2005 article [4], but had already been realized. The Italian artist Luca Bertini released two email worms in 2004, Yazna and ++, one seeking the other [5]. In 2001, the [epidemiC] and 0100101110101101.ORG groups released a virus called Biennale.py into the wild for artistic purposes [6]. But to date, there have not yet been any large-scale examples of malicious-software-as-art such as art worms.
  Art Worms
 A basic art worm would spread to a computer in some country in the world, find what country the infected computer is located in, and announce a color based on the infected computer’s country. To an outside observer, the net result is that every country on a map of the world is given a color.
 Even at this crude level of granularity, an art worm can produce pictures. For example, Fig. 1 shows a smiley face drawn on the globe, its mouth split in two by the Mediterranean Sea.
 More specifically, an art worm would operate in the following sequence:
 	 1. The art worm’s author – the artist – prepares the worm for release, supplying it with a color table that maps country names into colors. For example, the smiley face in Fig. 1 corresponds to the mapping in Table 1.
 
	 2. The art worm is released.
 
	 3. On every new machine it infects, the art worm determines what country the machine is physically located in. This process is referred to as geolocation [7].
 
	 4. The art worm lies dormant until its activation is triggered. Once triggered, the art worm announces its country’s color to a central display web site established by the artist.
 
	 5. The central display site aggregates responses from the worm and shows them on a map. The color a country is rendered in would be based on the majority of responses received that claimed to be in that country, to filter out noise. Noise may be introduced in various ways: the geolocation done by the worm may be somewhat inaccurate, and portable devices like laptops and mobile phones may cause an infection to move from country to country.
 

 The map in Fig. 1 is a Robinson projection [8], a commonly used map projection for world maps. The central display site may of course use this or any other type of map projection. More generally, the world map can be abstracted into a graph, where countries are nodes; an edge connects two nodes A and B if country B can be reached from country A by traveling in a straight line, without passing through any other countries. Fig. 2 shows an example of this. Once abstracted, the countries/nodes can be rearranged arbitrarily.
 
  Other...
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